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LOG4J 2/LOG4SHELL (CVE-2021-44228)

Log4j is an open-source logging framework/library which allows software developers to log various
data within their application. This data can include user input and is used ubiquitously in Java
applications, especially enterprise software.

Analyst Note: Log4j 2 is the logging framework. Log4Shell is the vulnerability (CVE-2021-44228).

Log4Shell Description

Apache Log4j 2 version 2.0-beta9 to 2.14.1 contains a vulnerability in the method IJNDI uses to
resolve variables. JNDI fails to sanitize parameters such as URLs, User Agent strings, host names,
and any other client controllable string that can be written to disk as a log. An attacker can craft a
request sent to a vulnerable server to execute arbitrary code loaded from attacker-controlled
infrastructure when message lookup substitution is enabled. From log4j 2.15.0, this behavior has
been disabled by default. Updating to 2.16.0 is advised to resolve a DoS vulnerability. If an update
to the current version is not viable, a workaround for previous releases (>2.10) can be implemented
by setting system property "log4j2.formatMsgNolLookups" to “true” or it can be mitigated in prior
releases (<2.10) by removing the IndiLookup class from the classpath (example: zip -q -d log4j-
core-*.jar org/apache/logging/log4j/core/lookup/IndiLookup.class). (Sources: NVD, MSFT)

Significant Findings

e Fixes for Log4jin 2.15.0 version incomplete (Apache)
Report of Log4j being leveraged to distribute ransomware (Bitdefender)
o Ransomware sample (VirusTotal)
Additional CVE identified: CVE-2021-4104 (NVD)
Additional CVE identified: CVE-2021-45046 (NVD)
Users seeing obfuscated exploit attempts (Link redacted.)
RH-ISAC members seeing scanning attempts (Link redacted.)
Ten families of malicious samples spreading using Log4j 2 vulnerability (Netlab 360)

RH-ISAC Actions Taken

Hosted RH-ISAC Members-Only Weekly Intelligence Call with a Log4j focus
Continued posting updates to Member Exchange Tracking Page

Attended CISA call

Attended Flashpoint Intelligence/Risk-Based Security webinar covering the Log4j
vulnerability
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https://nvd.nist.gov/vuln/detail/CVE-2021-44228#vulnCurrentDescriptionTitle
https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-cve-2021-44228-apache-log4j2/
https://logging.apache.org/log4j/2.x/security.html
https://businessinsights.bitdefender.com/technical-advisory-zero-day-critical-vulnerability-in-log4j2-exploited-in-the-wild
https://rcisc-my.sharepoint.com/personal/aaron_perkins_rhisac_org/Documents/Daily%20Reports/Log4j%20IntSum/_%09https:/www.virustotal.com/gui/file/f2e3f685256e5f31b05fc9f9ca470f527d7fdae28fa3190c8eba179473e20789
https://nvd.nist.gov/vuln/detail/CVE-2021-4104
https://nvd.nist.gov/vuln/detail/CVE-2021-45046
https://blog.netlab.360.com/ten-families-of-malicious-samples-are-spreading-using-the-log4j2-vulnerability-now/
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o Vetted member-shared IOCs associated with Log4Shell, and as of 12:00PM ET, all current
IOCs are now in the RH-ISAC TruSTAR vetted enclave and will be updated regularly

e Conducted analysis of SOHO routers to determine if they are vulnerable to the Log4Shell
vulnerability

e Confirmed that RH-ISAC collaboration tools do not appear vulnerable to log4j vulnerability

Intelligence Collected and Reviewed

e CISA Log4j guidance (CISA)

e Sigmarule for detecting obfuscation against log4j RCE vulnerability (GitHub)

¢ Member-submitted Unicode bypass code (Link redacted.)

e Logdj2.16.0 released (Apache)

e Python POC for Log4j vulnerability (GitHub)

e Member-created regex that detects 99%+ of the bypasses (Link redacted.)

e CISA community-sourced Log4j GitHub repo (GitHub)

e Open-source blog with recommendations on mitigation (Swiss Government CERT)
e Log4Shell IOCs (GitHub)

e List of applications affected by Log4j vulnerability (GitHub)

e Products affected by Log4j vulnerability, compiled by Dutch NCSC-NL (GitHub)
e Log4j Vulnerability Tester (TrendMicro)

Upcoming Events

e Webinar from Tenable for those users of Tenable products
o Register at Tenable

e Webinar from Recorded Future
o Register at Recorded Future
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https://cisa.gov/uscert/apache-log4j-vulnerability-guidance
https://github.com/SigmaHQ/sigma/blob/master/rules/web/web_cve_2021_44228_log4j_fields.yml
https://lists.apache.org/thread/d6v4r6nosxysyq9rvnr779336yf0woz4
https://github.com/alexandre-lavoie/python-log4rce
https://github.com/cisagov/log4j-affected-db
https://www.govcert.ch/blog/zero-day-exploit-targeting-popular-java-library-log4j/
https://github.com/curated-intel/Log4Shell-IOCs
https://github.com/authomize/log4j-log4shell-affected/blob/main/affected_apps.md
https://github.com/NCSC-NL/log4shell/tree/main/software
https://log4j-tester.trendmicro.com/
https://www.tenable.com/webinars/vulnerability-alert-responding-to-log4shell-in-apache-log4j
https://recordedfuture.zoom.us/webinar/register/WN_F3oiIZV_TKCqrkMydwk3Xg
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